Action
Where next?
The ISF’s Tools present organisa ons with a way to help manage the associated informa on risk.
They can be used individually, or together as a suite, to complement an organisa on’s exis ng
approaches.
The ISF’s most powerful and popular tools are:
• The Standard of Good PracƟce for InformaƟon Security (the Standard), includes extensive coverage
of topics on security governance, risk management, security assurance, security monitoring and
improvement, and suppor ng material to help engage with execu ve management, such as the Guidelines
for Informa on Security and the Categories and Topics List.
• The InformaƟon Risk Analysis Methodology (IRAM), includes a three phase process for performing
informa on risk analysis and provides suppor ng material to help support each phase, such as the ISF
Business Impact Reference Table (BIRT), ISF Threat List and reference tables to help determine likelihood
and risk ra ngs.
• The Benchmark, includes the ability to assess the organisa on’s controls at a high-level or detailed level,
provide a powerful repor ng dashboard, understand the organisa on’s approach to informa on security
and technologies such as cloud compu ng and BYOD (using addi onal ques onnaires), and view results in
the Standard, ISO/IEC 27002 and COBIT 5 for Informa on Security formats.

• The ISF Research Programme covers a broad range of essen al cyber and informa on security
risk management topics, which are o en supported by an accelerator tool.
Non-Members can purchase ISF reports by visiƟng the ISF Store at hƩps//www.securityforum.org/research
or by contacƟng Steve Durbin at steve.durbin@securityforum.org

About the ISF
Founded in 1989, the Informa on Security Forum (ISF) is an independent, not-for-profit associa on of
leading organisa ons from around the world. It is dedicated to inves ga ng, clarifying and resolving key
issues in cyber, informa on security and risk management by developing best prac ce methodologies,
processes and solu ons that meet the business needs of its Members.
ISF Members benefit from harnessing and sharing in-depth knowledge and prac cal experience drawn from
within their organisa ons and developed through an extensive research and work programme. The ISF
provides a confiden al forum and framework, which ensures that Members adopt leading-edge informa on
security strategies and solu ons. And by working together, Members avoid the major expenditure required
to reach the same goals on their own.

Contact
For further informa on contact:
Steve Durbin, Global Vice President
US Tel: +1 (347) 767 6772
UK Tel: +44 (0)20 3289 5884
UK Mobile: +44 (0)7785 953 800
Email: steve.durbin@securityforum.org
Web: www.securityforum.org

Managing Information
Risk the ISF way
To manage risk you need to plan for it
– identify, assess, protect
Eﬀec ve management of informa on risk has never been as cri cal as it is today, par cularly if organisa ons are
to stay resilient while in pursuit of strategic goals.
The role of cyber and informa on risk management is a board issue and must be given the same level of a en on
aﬀorded to opera onal risk management and other established risk management prac ces. The insa able
appe te for speed and agility, the growing importance of the full supply chain (upstream and downstream) and
the moun ng dependence on diverse technologies (such as cloud compu ng and Bring Your Own (BYOx)) are just
some of the challenges organisa ons are facing today.
Designed to be as straigh orward to implement as possible, ISF tools oﬀer organisa ons an ‘out of the box’ approach
for addressing a wide range of challenges – whether they be strategic, compliance-driven or process-related.
They can be used individually, or together as a suite, to complement an organisa on’s exis ng approaches.

Disclaimer
This document has been published to provide general informa on only. It is not intended to provide advice of any kind.
Neither the Informa on Security Forum nor the Informa on Security Forum Limited accept any responsibility for the
consequences off any use you make
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This guide presents the ISF’s most powerful, business focused Tools, it shows their rela onship with the ISF
Research Programme and shares some of the key benefits realised by Members who use them.

Using the ISF Tools to Manage Information Risk
dŚĞ^ƚĂŶĚĂƌĚŽĨ'ŽŽĚWƌĂĐƟĐĞĨŽƌ/ŶĨŽƌŵĂƟŽŶ^ĞĐƵƌŝƚǇ

/ŶĨŽƌŵĂƟŽŶZŝƐŬŶĂůǇƐŝƐDĞƚŚŽĚŽůŽŐǇ;/ZDͿ

The ISF’s Standard of Good PracƟce for InformaƟon Security (the Standard) is the most
comprehensive and current source of informa on security controls available, enabling organisa ons
to adopt good prac ce in response to evolving threats and changing business requirements. Updated
annually to reflect the latest findings from the ISF’s Research Programme, input from our global
Member organisa ons, trends from the ISF Benchmark and major external developments including
new legisla on and other requirements, the Standard is used by many organisa ons as their primary
reference for informa on security.

The ISF’s InformaƟon Risk Analysis Methodology (IRAM) provides organisa ons with an easy
to use, flexible and thorough approach for analysing business informa on risk and selec ng
eﬀec ve approaches for trea ng these risks. IRAM is used by blue-chip companies and public
sector organisa ons across the globe. Complementary materials and tools are available to
implement IRAM including the browser-based mul -user Risk Analyst Workbench (RAW)
and stand-alone spreadsheet based tools for each of the three phases of the methodology.

Implemen ng the Standard helps organisa ons to:
• increase execu ve management confidence in implemen ng a globally accepted approach to
managing informa on security
• provide assurance that applied informa on security prac ces have been developed, tested and
validated by the world’s leading organisa ons
• be agile and exploit new opportuni es – while ensuring that associated informa on risks are
managed to acceptable levels by applying good prac ce
• respond to rapidly evolving threats, using up-to-date techniques to increase cyber resilience
• establish a more harmonised and streamlined approach to legisla ve and regulatory compliance
ac vi es
• reduce mes and costs in developing an Informa on Security Management System (ISMS) and
achieving cer fica on (eg against ISO/IEC 27001).
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The ISF’s extensive Research Programme, which is driven by the Members, covers a broad range of
essen al informa on security topics. Output from research projects is typically in the form of a report
and is o en supported by an accelerator tool, such as the Supplier Security EvaluaƟon Tool (SSET), to
help organisa ons eﬃciently implement recommenda ons in the report.
Output from the Research Programme informs the con nuous update and development of the ISF’s
Tools, including the Standard, Benchmark and IRAM. In par cular, the 2013 release of the Standard
incorporates the key findings and recommenda ons from the previous 12 months of research reports,
including: Managing BYOD Risk, Engaging With The Board, Data Privacy in the Cloud, Securing the
Supply Chain, You Could Be Next and The Modern CISO briefing paper. These updates will form the
basis of changes to the Benchmark in 2014.
Research projects that are currently underway and that will inform ISF Tools over the next 12 months
include: InformaƟon Security Strategy, Best PracƟce in Management ReporƟng and Status/KPIs,
Security awareness – insƟlling a security culture?, Assessing InformaƟon Security Maturity as a
Driver of Strategy Planning, Threat Horizon 2016, Applying Lean and Agile to InformaƟon Security
and Risk AppeƟte.

“I use the ISF Standard of Good PracƟce and Benchmark to demonstrate the
importance of good informaƟon risk management pracƟce to the board”
Information Security Forum Limited • Managing Information Risk

Implemen ng IRAM helps organisa ons to:
focus informa on security resources in areas where it is most needed
increase the level of trust from customers and organisa ons
reduce the frequency and magnitude of incidents
reduce the me taken to perform informa on risk analysis
reduce costs associated with managing informa on risk
meet legal and regulatory requirements.
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The ISF is currently enhancing IRAM to move it from its current posi on as a leading system
focussed risk analysis methodology to include more detailed risk treatment and monitoring.
The enhanced IRAM will help organisa ons: perform business process focussed risk
assessments, make more informed decisions about informa on risk, integrate informa on
risk management into the organisa on’s broader risk management approach, balance
risk with reward and incorporate the organisa on’s risk appe te into informa on risk
management ac vi es

Benchmark
The ISF’s Benchmark is an unrivalled online tool that provides organisa ons with an in-depth
assessment of informa on security arrangements. Taking part in this confiden al ini a ve allows
organisa ons to compare security performance against similar anonymised organisa ons around
the world, as well as against the Standard, ISO/IEC 27002 and COBIT 5 for Informa on Security.
Implemen ng Benchmark helps organisa ons to:
iden fy areas of control weakness
drive down informa on risk
achieve be er implementa on of security controls
reduce the number and impact of major security incidents
support the business case for informa on security investment
target spending where it will provide most benefit
jus fy introduc on of new security policies, standards and controls
improve enterprise-wide security awareness.
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Organisa ons are welcome to par cipate in the Benchmark at any me, and as o en as they
wish. The flexibility of the healthcheck template and the detailed ques onnaire template enables
organisa ons to assess a variety of environments at a high level, or concentrate on performing
deep-dive assessments on specific areas of concern.

“IRAM is easy to use... flexible and adaptable”
Managing Information Risk •

Information Security Forum Limited
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